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0:03
JIM:  One of the greatest financial threats that we face as Americans is identity theft and who better to discuss this with us than retired special agent, Jeff Lanza.  He has investigated corruption, fraud, organized crime, cyber crime, human trafficking, and terrorism for over 20 years and has also served as one of the national spokespeople for the FBI.  Since that time, he has lectured around the country on identity theft and cyber security as well as written the book, Pistols to Press, Lessons on Communication from an FBI Agent and Spokesman so here to teach us some of the ways that we can protect ourselves and our families is Jeff Lanza.  Welcome, Jeff.
0:44
JEFF LANZA:  Thanks for having me on.  I’m really glad to have this opportunity.  
0:46

JIM:  I’m really looking forward to it too.  I don’t think we can talk enough about the subject of identity theft.  It’s probably one of the biggest risks with technology today that Americans face to their financial security.  It’s something that seems to be in the news all the time.  We had a guest on awhile back who talked about child identity theft is even worse than adult onset identity theft so share with us, Jeff, what are some of the ways that people are getting their identifies stolen.
1:15

JEFF LANZA:  Well, Jim, it can happen in any way and a lot of times it’s in a way that the person that is victimized can’t do anything about because it’s an inside job, somebody in a company goes bad and uses their social security number that they may have on file there to steel their identity.  Those situations are happening but we can’t ignore the fact that there are a lot of other ways that we can protect our information that may result in identity theft so for example, common ways that people might get our information would be through stealing our mail, stealing ingoing or outgoing mail so it’s a great idea to have a locked mailbox if you can or at least retrieve your mail as quickly as possible after the post office delivers it, but even more important than that, when you’re putting mail out, that may be more likely to have personal information.  Someone of a check for instance could lead to someone getting information about a bank so don’t take anything that’s sensitive.  Don’t put it in your mailbox for pickup but by the postman, take it down to the post office.  That would include checks and other things that you might have in there with personal identifying information on it.  Similar to that is our trash.  I could be arrested for stealing your mail but I cannot be arrested for stealing trash.  If they use it for fraud of course you can but just taking the trash is not a crime so you just want to make sure that you shred any documents that have more than your name and address on them.  Name and address is not crucial to shred because you can find that anywhere.  People can get that information online but certainly account numbers, social security numbers is the most important thing should be shredded, anything with birthdates on it should be shredded with a diamond cut or cross-cut shredder.  If you don’t have a shredder at home, you can save it up in a safe place and take it down to a company that does shredding on special events, maybe shred days for a very low price or sometimes free, and then finally, the most important thing we can do of course is protect our social security number and that means don’t carry it around with you.  Your social security card should not be carried in your purse.  That would also apply to your Medicare card so if there are people in the audience that have family members that are on Medicare or maybe they are on Medicare, your Medicare card has your social security printed on it and the government has no plans to change that so I know people that use their Medicare card.  It’s a health insurance card; they want to have it on them in case there’s an accident, in case they need to go to the doctor.  They’re going to forget to bring it with them, so if you do carry it with you, just make sure that you try to protect that as much as possible.  If your wallet or purse is stolen and it has a Medicare card in it, then you need to put a fraud alert on your reporting account to make sure that no one can open accounts in your name.
3:38

JIM:  Now one thing that I always thought about is when you read the social security rules or documents, it said that social security wasn’t supposed to be used for identification purposes and now everybody asks for your social security number.  Is there different things that you can opt out?  It seems like everybody has to have your social security number so what do you say about that?
3:59

JEFF LANZA:  Yeah, well there’s only a couple of reasons, three reasons actually where you really have to give a social security number and that would be if you’re opening up a bank account or another financial account.  They have to have the social because that is required by the IRS for reporting income, interest, and dividends.  They’ve got to have the social to open a financial account.  They have to have the social to do a credit check.  If you’re opening a new account for a cell phone for example or you’re opening a utility account or you’re going to get a credit card, you need to provide the social security number because they have to run the credit check and if you’re applying for a job, even part-time work or even volunteer work, they still have to get and maybe not for volunteer work, I’m not sure about that but if they’re paying you income, they have to get your social security number because the IRS requires that to report income to the taxing authority so those are legitimate reasons where if they ask for your social, you have to provide to proceed with the transaction.  Most other reasons are not legitimate.  The social security number as you said, Jim, is not meant to be used as an identifier.  It was meant to be used as our way to track our social security and the unique number assigned to all of us for that purpose, not as a general identifier so if you walk in a doctor’s office and they say we need your social security number, say I don’t provide that unless it’s necessary and they say well, if we have a nine-digit number we have to fill out on our form here or on our computer and I said well I don’t provide the social and they just usually just fill it in with zeros or nines or something like that just to fill in the screen to they can get to the next screen on their computer system.  That’s what I say about that.  Keep your social protected as much as possible. 
5:30

JIM:  Now talk a little bit about communications.  I know you have some simple safeguards.  You’ve covered a few of those for preventing identify theft and I know in our past house that we lived in, we had Wi-Fi hooked up there and I didn’t want to deal with passwords or anything and it seemed like it was only there to protect the provider that nobody would get free Wi-Fi by driving through the area but actually we put ourselves at risk by not having a password.  Talk about that a little bit.

5:56

JEFF LANZA:  Yeah, Wi-Fi networks are not secure without a password which means anyone can not only access your Wi-Fi network but potentially get access to the information that’s streaming over that Wi-Fi network that you’re communicating from your laptop computer or Smartphone or tablet device to the Wi-Fi, router in your house so with a password, they can’t do that.  They have to get into the network and they don’t know your password so every home network should have a password, a strong password to prevent random or unauthorized access to Wi-Fi networks.  
6:24

JIM:  So if I go to the coffee shop and I use the free Wi-Fi there, is there a risk there?
6:30

JEFF LANZA:  Yes, there is unless the free Wi-Fi has a password associated with it in which case it’s still not 100% secure but if it doesn’t have a password, anyone there can potentially if they knew how to do it, they can do what’s called sniffing so they can sniff the traffic over the Wi-Fi network and basically since it’s not encrypted, there’s no password, they can read everything that you’re typing on your laptop and that would include passwords, that would include sensitive information in emails, private communications.  Wi-Fi networks in coffee shops and lunch places generally don’t require passwords and they are not secure.  We just have to keep that in mind.  
7:04

JIM:  Well those are all great tips and I know that once you get your identity stolen, can really be a mess getting things fixed.  How does someone monitor that?  I know you can check the credit reports.  What’s your advice on that of how to monitor to protect yourself so that if you do happen to be misfortunate to have your identity stolen, what’s the best way to find that out and be on top of it?

7:27

JEFF LANZA:  Well, checking your credit report is probably the simplest and best way we can check to see if someone’s stolen our identify.  Sometimes you might not find out about it for weeks, months go by and then all of a sudden you get bill collectors harassing you for payments on loans that you did not even authorize that someone opened in your name or credit cards and so forth so checking your credit report can be done at annualcreditreport.com so it’s simply www.annualcreditreport.com and there are three credit reporting agencies in the United States that monitor our credit and Experian, Equifax, and TransUnion, you can check all three of those for free.  You don’t have to do it all at once.  If you haven’t checked your credit report in awhile, you might want to pull them all and then wait a year and then start pulling them every four months just as a matter of course to see what’s going on with your credit reports.  Now there are other services and most of those you have to pay for involving monitoring your credit reports for unusual activity or any activity that takes place in your name and with your social security number, you’ll get some notification that that’s happened so if someone steals your information and tries to open a MasterCard account, you’re going to find out about it and then you can take steps to make sure that account is closed or doesn’t get completely opened to begin with.  That’s the advantage of monitoring your credit is that you get real time, online access to what’s happening in your credit report but most services are going to charge a little bit of money for that.  

8:41

JIM:  And that might be a good investment especially if you’ve got a lot of family members at home, a lot of activity happening online, that might be a good way to kind of protect against that don’t you think?

8:50
JEFF LANZA:  Yeah, I think it’s important.  There are different services out there.  A lot of people ask me about the services that advertize so heavily on TV.  I would check each one out individually.  I don’t think you have to pay more than $10 a month for that.  If someone’s trying to charge you more than that, it might be too much to pay.  With some insurance companies that insure your home, some companies have riders that you can add on to your policy that involves credit monitoring so it’s not insurance necessarily but it’s something that they monitor your credit file and let you know if there are some entries out there and I think that they do that for a very inexpensive rate for an entire family so you might want to check with your insurance agent that insures your home to see if they have such a product.
9:27

JIM:  Well, we’re going to take a short break.  This has been awesome, Jeff, and when we come back, we’re going to talk about some of the ways to protect your family in the information age and just for those of you that might be interested, if you’d like to have Jeff come to your church or financial organization, Jeff does give these talks on a much more detailed basis of all the specific things that you got to watch out for and ways that you can prevent identity theft in today’s information age, and how do they get a hold of you, Jeff?
9:55

JEFF LANZA:  Well, simply my website is the best way to get a hold of me.  You’d be able to send me emails and get my phone number if you want to call me and the website is simply www.thelanzagroup.com.  You can Google my name, Jeff Lanza, and you’ll be able to find that pretty quickly as well.  
10:12

TIM:  And I can attest.  I saw Jeff speak at a professional conference that I was at a few months ago and that’s why he’s joining us today.  Just a wealth of information that I don’t know if the background in the FBI helped any of that but I think it had a little bit to do with it, right?  

10:26
JEFF LANZA:  Yeah, absolutely, absolutely.

10:30

TIM:  Alright, we’ll be right back.

10:32

[BREAK]

10:50
JIM:  Welcome back as we continue to visit with Jeff Lanza, a retired FBI special agent who spent a lot of his career dealing with identity theft and fraud and some of the issues that today in America we hear about more and more on the news and hopefully we haven’t heard about it in our own personal information and today what he’s discussing with us are some of the current threats and identity theft issues that are affecting Americans today and steps you can take to help minimize that threat for you and your family.  Before the break, we talked about some of the different ways that people steal identity through the mail, different ways of betting on the internet and right now I think the internet is probably the area that is most scary to a lot of people but what’s interesting is when I talk to people, they don’t even have a clue how at risk that they can possibly be with those computers.  Give us some ideas of things that people should be aware of and then things they can do to prevent getting their identity stolen.  I know one that I’ve seen come across many a time was fake notification emails.  Talk about that.
11:52

JEFF LANZA:  Yeah, the fake notification emails are very common.  We call these phishing emails so you might get an email claiming to be from Amazon or one of the express, Federal Express or UPS that you have a delivery, you have a package waiting and the reason why they send it that way is because people think they’re expecting something and then emotions come into play and you’re going to click on a link to find out about this package.  That could load malware on your computer and if malware gets on your computer of a certain type of malware will actually log your keystrokes, it will record your keystrokes and send them to crooks and the crooks will use that to access your accounts, bank accounts and other financial accounts if that’s what you’re doing on that computer.  I’m not saying don’t do online banking and don’t do online financial transactions.  I think it’s perfectly fine to do.  Just be really wary of emails that appear in your email box that look like they’re coming from a legitimate company because they may not be.  Sometimes it’s easy to get fooled because they cut and paste logos and slogans into the email.  What I do normally is a little detective work on my own.  For example, I got an email a few months back, it looked like it was coming from Amazon about some package that was being shipped to me and now I didn’t really order anything and I know my wife didn’t so I was wondering well should I click on a link and see what they’re talking about?  No, of course not.  Before you do that, I opened up a separate window and Google and I typed in Amazon phishing which is what I thought it was and I got all these results on there, on Amazon’s web pages and on Amazon, other people who said don’t click on this because this is a scam so we can do a little detective work on our own using the power of Google to search for things that we’re getting and make sure we’re not clicking on links or attachments and emails from unknown senders.
13:24

JIM:  That’s a great idea.  Talk about the suspicious posts and messages.  I look at my kids, they all got Facebook pages and a couple of my kids set up mine because I’m just not one to want to do all that.  It’s something that the younger generation today thinks nothing of having these Facebook pages and you hear a lot of horror stories.  Talk about that a little bit.  

13:45
JEFF LANZA:  Right, Facebook is a target for scammers because first of all, there’s a huge population on Facebook and we have over a billion people on Facebook now.  It’s catching up to the population of India which is the second largest country in the world if it were a county and so the bad guys now go to Facebook to try to victimize people and the reason why is now only is there large numbers there, but people let their guard down.  They think they’re talking to their friends, their contacts so if you get an email that looks like it’s coming from somebody on Facebook, it might be, it might not be.  It could also be a phishing email and it could be something that has occurred to someone’s account that’s a friend of yours that has caused their account to get hijacked and if that occurs, then they will send all their friends messages that say hey, I need money.  I’m stranded in a foreign country, got to pay my hotel bill.  I’ve been attacked and robbed.  That’s one scheme and most people are not going to send money without checking with someone first on the phone.  Even more serious than that is where you get a link in a friend’s Facebook and says hey, look at this, you’re in a video and it’s really funny, take a look and you think it’s coming from your friend but it’s not.  Their account’s been hijacked and you click on that link and that puts malware on your computer that causes again your keystrokes to be logged potentially if it’s the right type of malware.  You can also get your own account hijacked if you click on links to get to Facebook so it’s always a good idea never to log into Facebook through a link.  Always go there directly by having it stored as a bookmark in your browser, www.facebook.com.  Go there, set it up, store it as a bookmark and then go there when you want to go to Facebook, never through a link in an email.  That’s how accounts get hijacked.  It brings you to a phony page and then that page gives you a login screen.  It’s not really a Facebook page but it’s giving your user name, your email address, and your password to the bad guys and then they’re going to use it to try to take over your account.
15:29

JIM:  Now one question I have and I’ve heard protecting your date of birth is important and yet what I see on Facebook and LinkedIn and all this, say happy birthday to these people who have a birthday today.  Is it a good idea to put your birthday in?

15:43

JEFF LANZA:  Well, I mean a birthdate is probably available online from the people knew how to find it.  I don’t need to have all my friends wish me a happy birthday so I don’t put it out there.  I just don’t want it out there because every piece of information that people find out about can lead to other pieces of information so I try to limit what’s available about me online but if people want their friends to wish them a happy birthday, well, put it out there if you want but know that it’s kind of a risky thing to do and what I say on this program today is for someone who really wants people to send them messages and wish them a happy birthday, if they need that in their lives, well, they’re not going to change based on what I’m saying today.
16:15

JIM:  This has been great and you’ve got a wealth of information and our time’s ended already.  I know we could probably go on this for three and a half hours and still not touch the tip of the iceberg but you make available a lot of great pieces that talk about these different issues such as identity theft prevention for organizations, preventing medical identity theft which I thought was all solved with HIPAA.  Of course we still have lots of problems there.  You have handouts for parents protecting your family in the information age, you have several different pieces that give a lot of great information.  You have a lot of great links and other resources for people.  How do people get that?  Again that’s probably going back to your website, right?
16:55

JEFF LANZA:  Yeah, I have all that for free on my website.  There are no strings attached.  I’m not asking them to sign up, I’m not asking them to give me their email address.  I simply provide that as a service.  What I do ask people though is just to consider me as a speaker for events if you have businesses, corporations, if you have associations, if you’re a financial advisor who would like to have me come in and talk to his clients, I do that too so I ask that you to use the information and maybe consider me as a speaker.  On my website, thelanzagroup.com under handouts, you can find all this information that we’ve been talking about.
17:23

JIM:  Jeff, I really appreciate the time you spent with us and for those of you that are interested in protecting your identity and those of the people you care about, your resources are fantastic, very thorough, direct, succinct, and you have a lot of other resources that people can go to to help themselves and their family so I encourage everybody to take advantage of that and Jeff, thanks again for being with us and I look forward to having you again in the near future.  
17:46

JEFF LANZA:  Jim, thanks so much.
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